
Lawful Interception of Telecom 
Networks 

You can track any phone number from 
any country and anywhere in the world.   

 TACS 
www.tacs.eu 

 

http://www.tacs.eu/


Lawful interception (LI) 

•  LI is obtaining communications network data pursuant 
to lawful authority for the purpose of analysis or 
evidence. Such data generally consist 
of signalling or network management information or, in 
fewer instances, the content of the communications.  

• The operator of public/private network infrastructure 
can undertake LI activities for  infrastructure protection 
and cybersecurity. 

• One of the important bases for LI is the interception of 
telecommunications by law enforcement agencies 
(LEAs), regulatory or administrative agencies, and 
intelligence services, in accordance with local law. 
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Simplified view of lawful interception 
architecture  



General architecture for lawful interception-ETSI 



ETSI-developed architecture for lawful 
interception  



OSI 7-Layer model for packet-based communications 
& Typical devices that support each layer  



Reduction of 7-Layer OSI model into 4-
layer TCP/IP Model  



Relationship of OSI layers with Lawful 
Interception information and data extraction  



Separation of network access, core 
network, and service provider functions  



IP Interception Examples  



Typical access configurations for xDSL, 
dial-up, cable modem, and Wi-Fi  



Typical access configurations for xDSL, dial-up, cable 
modem, and Wi-Fi  



Typical access configurations for xDSL, 
dial-up, cable modem, and Wi-Fi  



Typical access configurations for xDSL, 
dial-up, cable modem, and Wi-Fi  



Typical access configurations for xDSL, 
dial-up, cable modem, and Wi-Fi  



Typical access configurations for xDSL, 
dial-up, cable modem, and Wi-Fi  



Typical access configurations for xDSL, 
dial-up, cable modem, and Wi-Fi  



Interception of E-mail:  The process of 
sending an E-mail message via SMTP  



Interception of E-mail  



Voice-over-IP (VoIP): VoIP Interception   



VoIP Interception: PacketCable description for 
Electronic Surveillance  



Architecture of the Aqsacom ALIS (Aqsacom real 

time Lawful Interception System) platform 



Application of the ALIS platform in the 
interception of a target’s access to a network 



Example of E-mail interception 



Application of the ALIS platform in the interception of VOIP 



General architecture for lawful interception-ETSI 







Multiple LI Access Points for Mobile 
Radio 



IP Media System (IMS) Overwiew 



IP Media System (IMS) Overwiew 





IMSI Catchers 



Software Defined Radio (SDR) 



Software Defined Radio (SDR) 



Software Defined Radio (SDR) 



GSM Architecture 



GSM Architecture: Network Elements 



GSM Architecture: Protocol Stack 



Evolution of GSM 



Evolution of GSM 



UMTS Architecture 





UMTS Architecture & Storage of Secret 
Keys 
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